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ACCESS GOVERNANCE SOLUTION OFFERINGS

Access Governance Solutions are increasingly being deployed by organizations to achieve key objectives in the
areas of Information Security and Compliance. Primary objectives for which an organization will consider Access
Governance Solutions are:

Gain Visibility into Who has access to what resources

» Entitlement Review and Certification — Provide Assurance that only right people have access to the right
resources

» ldentify Segregation of Duty Conflicts

» Engineer Roles and associated entitiements

» Build a closed loop system of identification of access rights violation and automation of remediation of access
risks and validation of access change

Access Governance solution enables an organization to realize the following benefits:

» Achieve compliance goals

» Enhance security posture

» Ease security administration
» Reduce administrative costs.

ILANTUS brings in rich experience in Access Governance having executed many projects across the globe. The
consulting arm “ILANTUS Advisory Services” offers Access Governance Consulting and Implementation solutions.
Assessment of an organizations existing SoD posture and building the required SoD Matrix across key business
critical applications is one of the key services that is offered. In addition, design and implementation of Entitlement
Review Process with evaluation of SoD rules and Role Engineering are the other services offered by ILANTUS.

Solution Offering

ILANTUS is uniquely positioned as an organization with its extensive experience in the Domain of Identity and
Access Management to offer the right strategy and solution to its customers for Role Management. ILANTUS
recognizes the nature of Access Governance solutions and the usage patterns of the same across many
organizations. ILANTUS is the first organization to offer Access Governance Solution on a Rental Basis.

Recognizing the nature of the solution, ILANTUS offers the Access Governance solution in three different models.
Traditional Software Purchase Model

In the traditional software purchase model, customers will be able to purchase the Access Governance as they
purchase a software solution. Customers pay the entire cost of the software upfront and then pay annual
maintenance. ILANTUS offers fixed price packages in this model that combines the software solution and
professional services for implementation at a fixed cost. The package is available in three variants based on the
number of users and the scope of work.
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ACCESS GOVERNANCE SOLUTION OFFERINGS

Rental Model

In this model, customers get to use the Access Governance Solution on a rental basis. The solution is installed and
configured On Premise. Customers have the right to use the solution on rental basis for 3 months or 6 months.
Customers can extend the rental period if they desire to do so. At the end of the rental period, the software is
returned to ILANTUS.

On Demand Model

Engineering of roles or reviews of user's access are activities that are not conducted through out the year. The very
nature of the activity is such that they are conducted once a year at the minimum and twice a year at the maximum.
Still organization’s have to invest in the technology and the technology remains unused most of the time in the
traditional software sourcing model. Ideal solution would be one where the solution is available on a pay as you use
basis.

On Demand Model for Access Governance Solution ensures customers pay only for the usage of the solution. The
solution is installed, configured On Premise. ILANTUS also manages the solution on an ongoing basis. Customers
use the solution as and when needed and are charged for the solution usage. This model delivers maximum value as

customers pay only for utilizing the solution.

In this model solution is configured on customer provided hardware or ILANTUS can provide the hardware. ILANTUS
installs and configures the solution as per the requirements of the customer. Once configured ILANTUS administeres
and manages the solution remotely over a secure channel. Customers pay a onetime setup fee. The usage fee is
calculated on a per user basis.

This solution offers significant benefits to customers:

» No up front investment for software that is used periodically
» Absolutely no costs related to training and retention of skilled people for administration and management

» On Premise Model ensures security and confidentiality

About ILANTUS Technologies

ILANTUS Technologies (ILANTUS) is a global company offering end-to-end Identity, Access Management and Access Governance Solutions. ILANTUS, a
player in the domain of Identity and Access Management for 9 years, with INTEL as its major investor has implemented more than 300 projects spanning
Role Engineering, User Provisioning, Access Management, Web & Enterprise Single Sign On & Compliance Management.

ILANTUS Advisory Services provides services such as best practices, technology comparisons, methods to align deliverables within existing budgets, cost
saving measures.

ILANTUS CONSULTING provides high value-add services in areas such as IAM best practices and audits, compliance, role-engineering and BSM (ITIL)
alignment.

ILANTUS SERVICES provides solution architecture, implementation, customization and Lifecycle management services for all key technologies in IAM.
ILANTUS PRODUCTS offer solutions in vital areas such as IAM tool integration with applications, compliance and reporting and enhancement of features
and functionality of existing IAM technologies
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