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Background 

Data security and confidentiality of information are foremost issues for organizations today. Compliance is a key 

driver for Identity & Access management, as strategic audit and tracking capabilities ease the IT burden. 

Comprehensive session management and fast user switching capabilities, combined with single sign-on and 

sign-off, streamline operations. Fast user switching on shared workstations enables multiple users to share a 

computer simultaneously, switch across users without the need to log out, or face the risk of getting locked out. 

The solution also allows users to maintain their private desktops while sharing the workstation with coworkers. 

Users who want their desktops to "follow them" can use TAM E-SSO's roaming desktop support.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Components of the Solution 

• TAM E-SSO 

• Installation and Configuration of the TAM E-SSO Solution in Pilot Environment 

• Integrate TAM E-SSO Solution with key applications in scope for Single Sign On 

• Create Standard Installable Package for the desktops 

• Deploy the package for desktops in pilot environment 

• Execute Integration Testing 

• Create Installation and Configuration Guide & Operations Guide 

• Assistance in production rollout support 

• One year support and maintenance on IBM Software 

 

 

Deliverables 

Guaranteed 

 

“Quick Start” Service Pack for  

Enterprise Single Sign On 

The ILANTUS Services Bundle for IBM’s TAM E-SSO Solution has been designed to deliver fast and guaranteed 

results to the Information Security, User Administration and compliance User Communities. 

These users (typically security officers, security managers, user administrators and security team members who 

need to manage the provisioning life cycle of users in an enterprise based on roles and policies) immediately 

receive value from the seven services that comprise the Bundle: Environmental Assessment, Solution Design, 

Implementation, Custom Connector Development, Policy Definition, Custom Report Generation, and Solution 

Support & Training. 

By engaging ILANTUS to implement the IBM TAM E-SSO Solution, the following benefits can be realized very 

quickly: 

• Simplified access to information and network resources through single sign-on and sign-off 

• No need to remember multiple passwords and adhere to complex password management policies 

• Eliminates the need to manage multiple application passwords 

• Secure information access through low-risk transparent security approach 

• Improved quality of patient care and productivity of caregivers 

• Risk management and protection & Centralized management of information access 

• HIPAA compliance 

• Easy integration and fast deployment of patient information 

• No modification required to existing application infrastructure 

• Easy rollout using centralized push deployment 

ILANTUS is a global system Integrator and one of the largest partners of IBM worldwide. Funded by Intel it 

focuses on Identity and Access Management and addresses, one-stop solution to all matters related to this 

domain, including User Provisioning, Access Control, Entitlement Management, Recertification and Compliance 

with major regulatory requirements etc. ILANTUS has a large development, customization and support center that 

ensures customers are assisted in all stages of deployment, from requirements based initial consulting to post 

implementation support. ILANTUS has the widest range of partnerships for offering all possible solutions related 

to Identity, Access and related areas. With 9 years and more than 250 project experience ILANTUS is one of the 

most competent organizations in this domain globally. 
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About the Solution 

IBM® Tivoli® Access Manager for Enterprise Single Sign-On (TAM E-SSO) provides enterprises with high user 

convenience, lower help desk costs and stronger levels of security - easily and quickly. The solution simplifies 

access to information resources through single sign-on and sign-off to web, desktop, and legacy systems, and 

eliminates the burden of multiple passwords. 

The solution is fast-to-deploy and employs a unique end-point identity and access management architecture to 

enable single sign-on and sign-off, without modifying the existing application infrastructure. Following are some 

of the salient features of the products: 

ESSO with Workflow Automation 

• Single sign-on and sign-off to all applications 

• Fast user switching on clinical workstations 

• Comprehensive coverage of enterprise end points, including Clinical desktops, Citrix, Terminal Server, Web 

Context Management for HIT Applications 

• Common patient context across CCOW (Clinical Context Object Workgroup) and non-CCOW applications 

Choice of Second Factor Authentication 

• Proximity cards, smart labels, active RFID, biometrics, USB tokens, one-time passwords and cell phones 

Combined Physical and Information Access 

• Leverage existing building access badges for information access 

• No provisioning or re-badging costs 

Centralized Identity and Policy Management 

• Integration with user provisioning 

• One step access revocation from all systems 

• Web-based password self service for users 

No Modifications to Existing Infrastructure 

• Seamless integration with all applications 

Out-of-Box Compliance 

• Conformance to compliance guidelines 

• Consolidated user-centric access tracking and reporting 

• Automation of walk-off security policy 

 

About ILANTUS Technologies 

 ILANTUS Technologies (ILANTUS) is a global company offering end-to-end Identity and Access Management 

Solutions. ILANTUS, a player in the domain of Identity and Access Management for 9 years, with INTEL as its major 

investor has implemented more than 300 projects spanning Role Engineering, User Provisioning, Access 

Management, Web & Enterprise Single Sign On & Compliance Management. 

ILANTUS Advisory Services provides services such as best practices, technology comparisons, methods to align 

deliverables within existing budgets, cost saving measures. 

ILANTUS CONSULTING provides high value-add services in areas such as IAM best practices and audits, compliance, 

role-engineering and BSM (ITIL) alignment. 

ILANTUS SERVICES provides solution architecture, implementation, customization and Lifecycle management services 

for all key technologies in IAM. 

ILANTUS PRODUCTS offer solutions in vital areas such as IAM tool integration with applications, compliance and 

reporting and enhancement of features and functionality of existing IAM technologies. 

Contact Us 

 

USA 

ILANTUS Technologies 

One Lincoln Center, Floor 15 

18W140 Butterfield Road 

Oakbrook Terrace, IL 60181 

Tel : +1 630 613 7318 

Fax : +1 615 634 3472 

US.Sales@ilantus.com  

 

CANADA 

ILANTUS Technologies  

#111 Richmond Street West 

Suite 1012 Toronto, Ontario 

Canada - M5H 2G4 

Tel : +1 708 289 5111  

Fax : +1 615 634-3472 
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